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IT Security - A Road Too Hard?

IT Security has evolved into a convoluted specialty that sees experts arguing about esoteric topics
like academics debating the finer points of the constitution. Enterprises have IT departments and
Chief Security Officers to guide them through the jungle that is malware, and the maze of products
and services that offer safe passage.

IT security can be a difficult burden on the shoulders of those who run SMBs or home offices. This
white papers puts security issues in perspective, explains the arcane business of malware in plain
words, examines the key security issues for small/home businesses and offers simple, practical
answers to complex questions.

The Internet — a Boon to Small Business, a Haven for Hackers

US Security expert Bruce Scheiner talks about the ‘security theatre’, where vendors make their
customers feel secure ‘by offering protection against threats that were not that great in the first
place.” He adds that ‘buyers can’t tell the difference between good and bad [products]’ and that
many security vendors ‘play on emotion and fear’.

The other side of this coin is how much trouble security experts have in deciding whether a new file
or piece of code is malicious or harmless. It's hard to tell the difference between adware and
spyware. Microsoft’s Windows Genuine Advantage licence check has been compared to spyware?!,
and Sony has been accused of installing a rootkit to prevent its CDs being copied®.

The threats may be exaggerated but they are real. The painful ones are:

Malware Infections - viruses, worms, trojans and spyware

Data Loss or Data Theft - most of all business-critical and confidential data
Spam Overload

Identity Theft — more accurately: impersonation with intent to defraud

According to a recent report, businesses are more worried about spam than hackers® but malware
still holds the top spot. Loss of data is serious but data can be quickly restored from backyups.
Malware infection is more disruptive to business because it spreads like fire and is almost
impossible to contain.

Endpoint Security - the First Line of Defence

Most attacks are aimed at the ‘endpoints’, the PCs and laptops that connect users to the internet.
Every business has policies, safety checks and fire drills. How many have a code of conduct for the
internet? How many businesses ensure that the code is known and adhered to? In security, an
ounce of prevention is worth a tonne of cure.

1. http://windowssecrets.com/comp/060615/
2. http://en.wikipedia.org/wiki/2005 Sony BMG CD copy protection scandal
3. http://www.silicon.com/research/specialreports/thespamreport/0,39025001,10004641,00.htm
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Conduct Unbecoming

Most disasters aren’t caused by hackers or viruses but by ignorant users. Last year, her Majesty's
Revenue & Customs in the UK lost two disks with comprehensive personal data on 25 million
British citizens. Also in the UK, a low-level staffer mailed a copy of the whole national child
database to the National Audit Office in London.

Train your staff on sensible, responsible use of the internet. Make sure they don’t open email
attachments from untrusted sources or visit dubious websites and download free sreensavers or
programs. Check that they use strong passwords or show them how to create them. Use the
resources below or get someone in to run through the essentials.

http://www.security.iia.net.au/

http://www.dbcde.gov.au/communications for consumers/security/e-security
http://www.dbcde.gov.au/ data/assets/pdf file/0007/18952/ISEbooklet 06.pdf

Secure your systems

Ensure that your PCs, laptops and servers have the latest software patches applied. Secunia
provides a free ‘software inspector’, a program that highlights and updates PC software*. Ensure
that the web browsers on your PCs are secured with JavaScript and have phishing protection
enabled’. Install a utility like McAfee’s Site Advisor, which flags suspect internet sites for users
right in the search engine listings®.

Reality Check - Constant threats and Chronic Shortage of Resources

Many SMBs find it hard to feed the IT monster every day. The task is often relegated to a tech-
savvy staffer or a roving IT consultant on contract. Many small businesses expect users to
shoulder much of the burden. A recent survey conducted by Quocirca in the UK’ concluded that
‘almost 80% of SMBs think it is critical for employees to be able to backup their own devices and
many expect them to be able to do day-to-day maintenance.” The graph shows the order of
priorities:
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4 http://secunia.com/software inspector/

5. http://searchwindowssecurity.techtarget.com/tip/0,289483,sid45 gci1241319,00.html
6. http://www.siteadvisor.com/

7. http://www.quocirca.com/pages/analysis/reports/view/store250/item19812/
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The survey also found that over 90% of SMBs provide their employees with laptops and more than
half allow access from handheld mobile devices that can expose the company to threats picked up
by mobile users in unsecured wireless hotspots. Most SMBs also offer e-business facilities to their
customers and partners.

Businesses take these risks in order to remain competitive, but protecting the business is a drain
on precious resources. That’s the conundrum.

The Ideal Endpoint Security Product for SMBs - a Wishlist

100% protection in real-time

Zero maintenance - set and forget

Zero false positives - intrudes only when strictly necessary
Automatic, non-intrusive signature updates

Zero performance impact on users’ PCs

Low intrusiveness for least impact on user productivity
Easy to deploy, monitor and update from a central console

No security product provides 100% protection - that remains an elusive goal - but modern
security suites like ESET’s Smart Security meet the remaining essentials for SMBs, reducing the
maintenance burden while raising endpoint security.

Heuristic/Behaviour Detection is Crucial

Antivirus vendors used to rely on recognizing virus signatures - they still do but also employ
heuristic techniques that identify today’s ‘blended’ threats by their behaviour.

In a round of tests conducted by AV-Test.org in March 2008, Symantec and McAfee earned
‘satisfactory’ marks for 4 — 8 hour response times to respond to new malware outbreaks with
signature updates. Microsoft’s Forefront came in last on this score®. That’s more time than a new
virus needs to infect every computer on a network.

Proactive versus Reactive Protection
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8. http://www.darkreading.com/document.asp?doc id=144046
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To test the heuristic protection offered by security vendors, test lab AV-Comparatives runs
proactive/retrospective tests, which use versions of AV software that have not been updated for
up to 3 months. This shows how good their heuristics are at detecting malware that has surfaced
since the last signature updates.

Heuristic techniques borrow from artificial intelligence and are still evolving, so it’s not surprising
that heuristic techniques developed by different vendors vary in effectiveness. What is surprising
is the degree of variance.

Proactive Threat Detection
by AV-Comparatives — November 2007
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Its outstanding performance in these and other tests have won NOD32 the '‘Best AV’ award in
2006 and 2007 from AV-Comparatives. What makes ESET’s Heuristic Detection so effective its
ThreatSense engine, which affords the highest available protection from zero-day threats. ESET is
a pioneer in the field of heuristics - for more technical detail on this aspect of security, please
check these whitepapers:

http://www.eset.com/download/whitepapers/HeurAnalysis(Mar2007)Online.pdf
http://www.eset.com/download/whitepapers/ESET IDC-VendorSpotlight July2007.pdf

9. http://www.av-comparatives.org/seiten/ergebnisse/reportl7.pdf



http://www.eset.com/download/whitepapers/HeurAnalysis(Mar2007)Online.pdf�
http://www.eset.com/download/whitepapers/ESET_IDC-VendorSpotlight_July2007.pdf�
http://www.av-comparatives.org/seiten/ergebnisse/report17.pdf�


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



